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CIS 181: Networking Fundamentals (CCNA Semester 1)


Name:__________________________________

Instructions: Use online chapter 7 to answer the following questions.  Work in groups of two or three.  Make sure you all record the answers.  If there are not enough computers in the classroom, you can go to the CTC and use the computers there.

1. Name the three most common LAN technologies used today?
Token Ring, FDDI, Ethernet
2. What is the IEEE standard number for token ring LANs? 
802.5

3. How does the IEEE standard differ from the IBM Token Ring standard?
They are almost the same, because IEEE 802.5 standards were based on IBM Token Ring.  802.5 does not specify topology and media and does not distinguish between stations per segment.

4. What are the two types of frames that Token Ring LANs use?
Data/command frame and Token Frame
5. What are the individual fields of each type of frame?
Date/command frame: start delimiter, access control, frame control, destination address, source address, data, FCS, end delimiter
Token Frame: start delimiter, access control, end delimiter

6. What do the priority and reservation fields do in a token ring frame? What byte are they contained in?
They are part of the Token Frame that gives permissions for the host to transmit.  They are contained in the access control byte.

7. What is/are the data transfer rate(s) available on token ring networks? How does this compare to Ethernet transfer rates?
Token Ring data transfer rates are 4/16 Mbps compared to 10/100 Mbps for Ethernet.
8. What is a MSAU? What does it do in a token ring LAN?
MSAU stands for Multi Station Access Unit.  It is similar to a hub.  It can see all the information in the network, checks for problems and selectively removes stations from the ring if necessary.

9. What is a NAUN? Where would you find one on a token ring network?
Nearest Active Upstream Neighbor, which is the nearest functioning upstream neighbor of a station reporting a network failure.

10. What kind of encoding scheme does Token Ring use?
Differential Manchester.

11. Explain Baseband signaling (web research)?
A communications technique in which digital signals are placed onto the transmission line without change in modulation. It is usually limited to a few miles and does not require the complex modems used in broadband transmission. Common baseband LAN techniques are token passing ring (Token Ring) and CSMA/CD (Ethernet).

In baseband, the full bandwidth of the channel is used, and simultaneous transmission of multiple sets of data is accomplished by interleaving pulses using TDM (time division multiplexing).

12. What does FDDI stand for? What is the ANSI standard number for it?
Fiber Distributed Data Interface, ANSI X3T9.5

13. Who created the international FDDI standard version?
The ISO (International Organization for Standardization)
14. What is FDDI frequently used for in LANs today? Why?
It is used for backbone cabling, because it is not susceptible to EMI or RFI.  Data can travel further on fiber and it has more throughput potential than copper-based media.

15. What network configuration (physical topology) does a FDDI network typically use?
Dual ring

16. What kind of medium does FDDI use?  What are the advantages of this type of medium.
FDDI uses fiber optic cable which is not susceptible to EMI and RFI and is more secure.

17. Explain the difference between synchronous and asynchronous transmission (You might have to do a little web research)?
Synchronous refers to events that are synchronized, or coordinated, in time. For example, the interval between transmitting A and B is the same as between B and C, and completing the current operation before the next one is started are considered synchronous operations. .
Refers to events that are not synchronized, or coordinated, in time. The following are considered asynchronous operations. The interval between transmitting A and B is not the same as between B and C. The ability to initiate a transmission at either end. The ability to store and forward messages. Starting the next operation before the current one is completed. 

18. What kind of encoding scheme does FDDI use?
4B/5B

19. Name and briefly explain the four specifications of FDDI

Media Access Control (MAC) - defines how the medium is accessed, including: 

frame format 

token handling 

addressing 

algorithm for calculating a cyclic redundancy check and error recovery mechanisms

Physical Layer Protocol (PHY) - defines data encoding/decoding procedures, including: 

clocking requirements 

framing 

other functions

Physical Layer Medium (PMD) - defines the characteristics of the transmission medium, including: 

fiber optic link 

power levels 

bit error rates 

optical components 

connectors

Station Management (SMT) - defines the FDDI station configuration, including: 

ring configuration 

ring control features 

station insertion and removal 

initialization 

fault isolation and recovery 

scheduling 

collection of statistics 

20. Name the two different types of fiber optic cable and.  What are they used for.
Single mode for inter-building connectivity and multi mode for intra-building connectivity.

21. What is the most widely used LAN technology today?
Ethernet

22. What is the IEEE number for it?
802.3

23. Where and when did Ethernet originate? What was the first private company to develop this technology and when?
It originated at the University of Hawaii in the 1960’s as a way to communicate between the islands.  The first private company to develop Ethernet was Xerox.

24. What type of media is typically used for Ethernet LANS?
10BaseT, UTP, twisted pair
25. How does the IEEE 802.3 frame and Ethernet frame compare? What is the same; what is different?
Same: The frames are the same length in terms of bytes and number of fields.
Different: Ethernet frame has a “type” field and the 802.3 frame has a “length” field.

26. Is Ethernet connectionless or connection-oriented? 
It is connectionless, which means it is a best effort delivery system.  A destination host does not notify the source as to whether it received the data or not.

27. Define the terms connectionless and connection-oriented.
See previous question.

28. Explain the media access method used by Ethernet. 
Ethernet uses CSMA/CD which is a “first come, first served” access method which leads to cillisions.

29. Name three distinguishing features of 10BaseT media.
It uses signal encoding hat combines both clock and data information into a stream of signals, uses Manchester encoding and sends and receives signals over a medium that consists of 4 wires (2 pairs).

30. Explain half duplex.
Transmission of data in just one direction at a time

31. What is a catchment area?
Area that can be served by one hub, for example 200x200 meters with cat 5 cable

32. What is the maximum catchment area for a LAN using UTP (without any signal regenerators)? How did you determine this?
It is 200x200 meters, because the maximum cable length for cat 5 is 100 meters in both directions.
33. How can you extend a catchment area in a LAN?
Using a repeater or hub allows to extend the catchment area.
34. What is a NIC? What Layer of the OSI model does it belong to? Why?
A NIC is a circuit board that gives the host access to the media and the network.  It is considered a OSI model alter 2 device because it handles media access.

35. What is a bridge? At which layer of the OSI model does it operate? What is one advantage of adding a bridge to a LAN? What is one disadvantage?
A bridge is a layer 2 device.  It is able to filter traffic based on MAC addresses.  It keeps traffic local.  It cannot reduce broadcast traffic and can lead to broadcast storms.

36. How does a bridge know to forward or not forward a data packet on the LAN? How does it remember this information for future packets?
The bridge looks at the MAC address.  If the destination address is on the same segment as the source MAC address it does not forward the frame to the next segment.  Bridges build MAC tables to remember MAC addresses they have seen.

37. What is a broadcast packet?
It is a packet that goes to all hosts.

38. What is a broadcast IP address?
It is a packet with the broadcast IP address of 255.255.255.255

39. What is a broadcast MAC address?
The broadcast MAC address is FF-FF-FF-FF-FF-FF

40. What is the definition of a broadcast storm?
When there are excessive broadcasts on a network.  A broadcast storm can bring down the network.

41. What is a segment on a network? How are they created (what devices are used)?
A segment is a section of a network.  A network can be segmented with bridges, switches or routers.  Hubs and repeaters cannot segment a network.

42. List advantages of segmenting a network using a Layer 2 device or layer 3 device?
Segmenting a LAN with layer 2 devices will reduce the number of devices per collision domain, because layer 2 devices create collision domains with fewer hosts..  Layer 3 devices create broadcast domains.  They will physically segment the network into separate LANs (broadcast domains).  Routers can filter packets based on layer 3 addresses which can cut down on packets passing over a LAN segment.

43. What is a router? At which layer of the OSI model does it operate? Why?
A router is a device that determines the best path for a packet to get to its destination and it switches packets from interface to interface.  It is a layer three device because it filters packets based on layer 3 addresses.

44. What does a router use to forward/switch a packet?
It uses the IP address.

45. How does it remember this information for future packets?
It builds a routing table of IP addresses.
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